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P perpetrated by or in conjunction wich staff members,

- Deposit Insurance Corporation statistics on banks

- Cooperation - staff - guch as  supervisors, officers,
-accountants, managers, executive assistance, clerks and

cashiers accounted for abour 90.6% of the total bank

Nigertan Journal of Management Tecy ology & De velopmenr

Volume I Number 2 December 2007

.Inforrmtion and Communication Technology, a Too] for Frau
m the Banking Industry

d Prevention and Detection

1.0 Introduction
A high percentage of fraud and forgery cases in the crimes is thar the application of physical force,

banking‘,’vindustry have been observed to be

iolence or threats may not be involved tq carry it out

(Smith 1999,

Indeed it is noted that most big banks fraud that Between March and May, 2004 available statistics

succeeded  have internal collaborartors, Nigerian showed that no fewer than 82 bank workers lost their

jobs for direct involvement/ or complexities in fraud

million of which

staff involyed in’ fraud and forgeries shows that cases, totaﬂing N921

N431.9million was successful (This day, 2004:29)
The level of fraad- 45 of great concern to g
stakeholders, Le. shareholders, customers,  staff,

ﬁ‘aiid.attributable to staff (Tsiaka, 2004:3).

regulators, government, consultants et.c. because the

Fraud is an action, which nvolves the use of deceit

- and 'tricks to alter the truth so as to déprive a person

"of‘ someifliing Which bélongs‘ to him or something to

which he‘ ’migh’t’ Be entitled. The mtention of the

ifra‘udister“ is to dishonestly benefit himself to the

‘detrirnent ofa Iegi;iinate beneﬁciary of such property

or tight (Nasi, 2006:2, Adebayo, 2005, Smith,
1999, Encatta brermiom 2004). One thing that

characterizes fraud and makes it different from other

banking industry 1S one Pivotal industry i which any
fconomy rotates and because new fraudulent schemes
are continuaﬂy surfacing, just as quickly as one type
of fraud is detected another ig introduced hence, the
number of teported cases of fraud has continued to
Increase over the past years. Tt ig estimated thar
averagely, banks Jose about 6% of annual revenyes tq
fraud and about N1700 per day per employee to
fraud. Data available from the 2003 annual teport of
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the Nigerian Deposit Insurance Corporation (NDIC)
showed that the reported cases of fraud increased
from 182 in 1999 to 908 in 2003. The total amount
involved was N6,367,690 for 1999, N2,851,110 for
2000, NII,243,940 for 2001, NI12,919,000 for
2002 and N9,383,000 for 2003. |

With the world being a global village now because of
globalisation, this resulted in high competition by
organisations to meet up with the challenges of
embracing  information and  communications
technology for efficient management of their
operations. Since the whole world is now becoming
information  technology compliant, therefore, fraud
control is not complete without looking at how
information and communications technology can be
used to prevent and detect it.

2.0 Methodology

The research is a survey where the accurate assessment
of the characteristics of registered banks and staff
were studied. The population of the study consisted
of all the branches of the registered banks operating
in Bauchi metropolis. However, it was not feasible to
study the whole population and therefore sampling
method was inevitable. The research thus employed
systematic random sampling. The systematic random
sampling was used to choose the number of banks.
Data collected through questionnaire were presented
in tabular form and analysed by a simple descriptive
statistic and the hypothesis will be tested through
Analysis of Variance (ANOVA).

3.0 Data Presentation, Analysis and Interpretation
The management of data and information is a major
challenge to organizations of all kinds, and o
individuals within organizations. Data need to be

summarized and presented so that people, not

o

computers can understand what is happening. Thee
data collected from the respondents of the selected
banks were analyzed by the use of tables and sunpl
percentages calculated to ascertain the degree of
responses made by the respondents, which formed thrt
basis for the acceptance or rejection of the hypotheSL
postulated in the research. ;
A total of 87 questionnaires were administered to tht
respondents all of which were duly completed
returned. The presentation was therefore, based 0£

the responses of the 87 respondents.

Table I: Department of Respondents

Varizble Frequngy Percentage
Internal Audic 25 28.74
Credit Control 28 32.18
Banking Operation 20 2299 4
Marketing Department 10 1149
Others 4 4.60
TOTAL 87 100
Table 2: Qualification of Respondents
Variable Frequency Percentage
GCE/SSCE - -
OND/NCE 3 3793
HND/BSC 30 3448
MBA/MSC 2% 2759
TOTAL 87 100
Table 3: Awareness of Fraud
Variable Frequency Perentage
Yes 87 100
No - -
TOTAL 87 L 100
Table 4: Sources of Infoumation about Bank Frourd
Variable Frequency Perventage
Ermployee Fandbook % 3%
Induction Cowse 87 5839
Notice Board 2 0805,
TOTAL 149 100
Table 5: Nature of Bank Frauds
Variable Respondents Percentage
Intermal/employee fravd 30 3448
Extemal fraud/customers 27 3104
Mixed fraud 30 3448
Towml 165 100
“Table 6: Petsons involved in frauds and forgeries
Variable Frequency Percentage
Top managerment 17 1954
Customers ® 1034
System analyst 21 2414
Tellers/cashiers 33 3793
Others 07 0305
Towl 87 100
Table 7: Intermal conuol and fraud detection 4
Variable Frequency Percentage
Yes 63 7241
No 24 2759
TOTAL 87 100
Table 8 How docs intemal audit control fraud in your Bank ;
Variable Frequency Percernage
Enforcing compliance 17 1954
Monitoring of systems 0 1034
Review of custorner activities 21 2414
Periodic auditing 33 3793
Totl 87. 100

Table 9: Detection of fraud
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and ' customers

: Customer conphine 16 1839 o

selectet Reconcliion of acccxne 9 333 10.34%. :
Sk 20 299 .

1 simpls it sylsofap 08 0920 72.41% respondents pointed that interna] contro] .
Toul [ 100 !

:gree Qf Table 10: Effectiveness of informarion and communications technology in fraud mechanism is an effective method in the prevention |
o prevention and detection

med th Resprie e

No =

. (€0} 0
TOTAL 87

100
. The entire respondent (100%) agreed that ICT s a

_ veritable tool in effective fraud prevention and detection,

Table IT: Fraudulent Practices

¢ Response Respondents Percentage
Password aracking 43

4943
Scavenging ‘. 22 2529
Piggybacking 15

. 1724
Tenminal spoofing 07 0804 2
TOTAL 87 100
Source: Questlonnane administered, 2007

" The presentation was based on the responses of 87
respondents In terms of departments, 25 were found

to be in internal audic (28.74%), 28 in credit control

(32.18%) and 3l4 m Banking operation (22.99%},

marketing (11.49%) and others (4. 60%) Regarding

] spandents Perceniage
Yes 87 100

managers accounted for [9.54%

and detection of fraud Reconciliation of account and

stock taking (33.33%) and 22.99% are the major
ways of detecting fraud. All the respondents ( 100%)

agreed  that

mformation  and communication

technology is a veritable too] in effective fraud
prevention and detection, Concerning fraudulent
practices, 49.43% of the total respondents were of

the view that password cracking is the most prevalent

fraudulent practice in the banking sector while

25.29 % were of the view that scavenging is the most
prevalent. Piggybacking was 17.24% and terminal
spoofing was 8.04%.

s, qualification of respondents, 33 (37. 93%) a 37 of the respondent strongly agreed that all staff
2 OND TNGE:  holdars 30 (3448 %) HND /BSC using information technology facilities have password,
ercentage

00

' holders
qlalification,

AlL 87 (100%) of the respondents were aware of
 fraudulent practice in their respective organization in
which 50 (33.56%) were aware of it (fraud) through
ittilo e Huidbook, 87 (58.39%) through induction
L ) (08.05%) through notice board.

e :‘lnternal employee fraud in the banking industry is respondent agreed  that information technology i
f:lz ~far—reach1ng 34.48%, the external fraud represent

‘3I.O4%/ of the response. All the respondents pointed

ut that - both internal and - external fraud are

wxdespread in the banking 1ndustry Looking at the
‘ category of; persons involved in fraud and forgeries in

‘ the banks, tellers and cashiers were rated highest with

s ;37'93.%, the  system  analyst or information
379 , V! Y

technology staff were second with 24.14%, top

and 24 (27.59%) have MBA/MSC .

39 agreed, 3 undecided, 5 disagreed and 3 strongly
disagreed. 27 of the respondents disagree that staff
passwords ate frequently changed by System analyst
and 25 strongly disagreed.rRegarding staff access to
the central computer systems, 40 of the respondent
strongly disagreed that all staff in the organization

have access to the central computer system. 33 of the

system  in  the organization have  attribute

identification devices,

54 of the respondents strongly agreed that all entries
by computer operators are rechecked to detect errors,

66 of the respondents are of the view that

information and  communication technology

facilitates efficient and correct service delivery to

customers

by elirmnating delays, while 10 are
undecided, I5 disagreed. 56 of the respondent
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strongly agreed that network failure have been the

major obstacles in efficient service delivery and

commuitting of fraud. 60 of the respondents strongly
agreed that the use of information and
communication technology has drastically reduced the

incidence of fraudulent practices in the organization. °

4.0 Testing Hypotheses:
A statistical test of a hypothesis can be likened to a
court trial. The test of hypothesis ends up in either
accepting the null hypothesis or rejecting the
alternate one and vice versa. Two hypotheses were
formulated in this project. They are:

" Ho: Efficient and - effective internal
control does not minimise the occurrence of

fraud in che banking industry;

HI: Efficient and effective internal control
minimises the occurrence of fraud in the banking
industry. _

b. Ho: ICT will not ensure efficient and
effective fraud prevention and detection.

HI:*  ICT will ensure efficient and effective fraud
prevention and detection.

4.1 Testing hypothesis (a)

The examination of this hypothesis has been
answered by the information on tables 7, 8 and 9.
Supportive answers were provided by tables 3 — 6.
On table 7, 7241 percent of the respondents
believed that internal audit is effective in the
prevention and detection of fraud. This control is
usually  affected through  periodic auditing
(37.93%); teview of customer activities (24.14%);
enforcing compliance (19.54%); and monitoting of
systems (10.34%). Internal audit becomes necessary

because' internal/ employee  fraud . constituted

34.48% of all the fraud committed in b
table 5). The people perpetrating the intes
are  members of top management  (
customers (10.34%); system analyst (24.1
tellers/cashiers (37.93%). The frauds com
these petsons are detected through: reconc;
account (33.33%); stock-taking (22.99);
complaint (18.39); whistle blowing (I6
changes in life style of culprits (9.2%).

this analysis, it can be deduced that

hypothesis (HO) is rejected and the
hypothesis (HI) is accepted. Therefore it
concluded that: efficient and effective
control minimises the occurrence of frar
banking industry. .

4.2 Testing hypothesis (b)

The analysis of this hypothesis has been an

the information on table 10, 11, and I2.

10, 100% of the respondent repl
information and communication techr
relevant in fraud prevention and detection.
frequently practiced form of fraud is

cracking  with  49.43%;  scavenging

piggybacking (17.24%) and terminal
(8.04%). The five point Linkert-scale we
analyze the responses by way of analysis o
The condition here is that high mean

coefficient of variance is acceptable. But

-mean 1is low and the coefficient of varian

thete is a problem with the response.

require strategic decisions to correct the we
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. All'staff; using information teclmology facilities have password

417 133" 0.17 0.32

Staff; Passwords are ﬁ'equendy changed by the System analyst 261 145 210 0.56

stafF inthe organization have access to the central computer systems in the organization 1786, ., 083 067 047

- Allthe mfoxmanon technology systems in the organization have attribure identification devices. 3.67 129 167 035

5m€l; Sl All entries by computer Operators are re-checked to detect errors. : ; 420 1.35 1 83 032
o . . Information rechnology facilitates efficient and correct service delivery to customers by eliminating delays. 398 1.30 1.70 033

I: Netwoxk failures have been the major obstacles in efficient service delivery and committing of fraud 4.55 0.66 044 0.15

The use of mformauon cechnology has drastically reduced incidence of fraudulent practices in the organization

Source: Que.suonnaue administered, 2007

It could be seen from the table above that rows I, 4, S, 6,

and information, ngenan ﬂnancml institutions have now

» T ancl 8 shows favourable mean (3.00 — 4.99) and low realized that ﬁnancml services today require prompt

“c‘oefﬁcient of variance of (0.15 -0.35). This indicates that prevention and detection of fraud, delivery of services,

- the variable deﬁning the efﬁciency of ICT is favourable. efﬁciency and the ability of ‘customers to be served in any

The variables requiring serious management attentions are of the branches in any part of the country, without any

urow’2’, and 3, Wlth low mean and high coefﬁcmnt of

impediment, As a result of these, financial instirations are

vanance Therefoxe in line with the data presented in table érnl)arking on the use of computer applications software

IO, % l,‘;and 12, the researcher concluded that the null that can help to provide efficient, comprehensive and

‘hypothesis is tejected and the alternate hypothesis which

nationwide services to their customers, and these have

states “ICT  will " ensure efﬁcient and

effective fraud resulted in an overwhelming customers-satisfaction, It can

' prevennon and detect1on is accepted

therefore be concluded that the prevention, control and

50 Conclusmn detection of fraud rest squarely on the ability of the

,Though;m it - is . recognized that information  and

management of any organization to implement internal
i cc‘)mmunicati’ons technology would certainly cost a lot of

control  mechanjsms through the use of information

capxtal to cleploy, it would be 2 wise investment decision technology.

S

stmtegy f"r‘ banks ~to do. Computers  and

Lelecommumcamon systems have become Very meortant as

delwery Systems ‘and- productxve tools of electronic data
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